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FOREWARD

In today's evolving climate of cybersecurity threats, the
emergence of sophisticated malware offers significant
challenges for businesses. Among these dangers is
Raspberry Robin, a virus with worm characteristics that
demands our attention

and vigilance.

Raspberry Robin, first discovered by Red Canary in 2021,
started as a worm that propagated over USB devices,
gaining access to afflicted PCs. However, as it evolved, it
adopted more advanced approaches, such as using Discord
to transmit malicious payloads and exploiting zero-day
vulnerabilities like CVE-2023-36802 for local privilege
escalation. The newest CheckPoint results, published on
February 7, 2024, provide insight into Raspberry Robin’s

growing attack vectors, such as abuse of DLL sideloading.

Furthermore, Raspberry Robin has been used as a loader to
deploy various malware versions, including ransomware and
crypto-miners. IcedID, Bumblebee, and Truebot are some

of the most notable malware deployed through Raspberry
Robin. Its relationship with prominent hostile groups such
as Evil Corp, Silence, FIN11, and TA505 emphasizes its

importance in the threat scene.

In our investigation, we looked into the behavior of
Raspberry Robin variations, discovering complex execution
routes, including the dumping and proxy execution of these
malicious DLL files. Variants detected launching processes,
such as rundll32.exe and regsvr32.exe, demonstrate the

complexities of Raspberry Robin operations.
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As we explore Raspberry Robin’s techniques, we must
proactively build our defenses against such dangers.
Understanding Raspberry Robin’s mode of operation and
developing techniques will allow us to better protect our
systems and data from the threats presented by this and

related malware variants.

Join us as we further explore Raspberry Robin's complexities,
aiming to strengthen our cybersecurity defenses in the face

of an ever-changing threat landscape.
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ABOUT EMERGING THREAT PROTECTION

The cybersecurity threat landscape continuously changes while new risks and threats are constantly discovered. Only some

organizations have enough resources or the know-how to deal with evolving threats.

Emerging Threats Protection is a managed service provided by a Logpoint team of highly skilled security researchers who
are experts in threat intelligence and incident response. Our team informs you of the latest threats and provides custom

detection rules and tailor-made playbooks to help you Investigate and Respond to emerging threats.

**All new detection rules are available in Logpoint’s latest release and through the Logpoint Help Center. Customized
investigation and response playbooks are open to all Logpoint Emerging Threats Protection customers.

‘ =

1. Research for emerging 1. Analysis of the collected 1. Publishing of report 1. Continuous monitoring
threats such as malware data and malware and, for other emerging
families, threat actors and tracking of threat actors’ threats to create next ETP
vulnerabilities activities report

2. Data retrieval e.g., 2. Creation and update
malware samples, I0Cs, analytics and playbooks
and TTP 3. Writing of ETP report

( 4 < < )

Below is a rundown of the incident, potential threats, and how to detect possible attacks and proactively defend using

Logpoint Converged SIEM capabilities for detection, investigation, and response.
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https://servicedesk.logpoint.com/hc/en-us/articles/115003928409

INTRODUCTION

Raspberry Robin is a malware with worm capabilities
initially identified by Red Canary in 2021 but revealed in
May 2022 through their report. In its early stages, primary
sources of infection include removable storage devices,
such as USB drives, to establish a foothold on infected
systems. However, it has since evolved to leverage Discord
to deliver malicious payloads and exploit n-days for more

devastating effects.

Moreover, it has been employed as a loader malware to
drop other malware variants, ranging from ransomware
and stealers, but not limited to crypto-miners. The notable

second-stage payloads that have been dropped through

the usage of Raspberry Robin include IcedID, Bumblebee,

Truebot, etc. Over time, this worm has continued to evolve,

exhibiting noteworthy characteristics.

The usage of Raspberry Robin has been linked with highly
notorious malicious groups like Evil Corp, Silence (aka
Whisper Spider), FIN11, TA505, Clop, etc. However, the

authors and maintainers remain unknown.
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https://www.bleepingcomputer.com/news/security/new-raspberry-robin-worm-uses-windows-installer-to-drop-malware/
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INFECTION CHAIN

When the Raspberry Robin first came into the limelight, it slowly gained popularity as a worm infected via a USB drive.
These USB drives would contain malicious shortcut *.LNK' files masquerading as a thumb drive or a network share.
According to Malwarebytes, Raspberry Robin affiliates would start the LNK file via autoruns and utilize social engineering
to urge victims to click on it. When they click on the LNK file, cmd.exe launches the Windows Installer service msiexec.exe,

which installs a malicious payload on infected QNAP network-attached storage (NAS) devices.

However, the latest report from CheckPoint, released on Feb 7, 2024, mentioned that the attack flow started from the
archive downloaded from Discord as an attachment. The archive contains a legitimate Windows-signed binary with an
unsigned malicious DLL file. That legitimate binary was used to load that unsigned malicious DLL file through the DLL side-
loading technique. Further, the report elaborates on how the malware exploits CVE-2023-36802 for local privilege escalation
(LPE) even before the advisory on active exploitation of this vulnerability was revealed by Microsoft and CISA in Septemeber
2023. They believe the Raspberry Robin affiliates bought the exploit for CVE-2023-36802 from Dark Web forums as it was on

sale on Dark Web Forums in February 2023.

During our analysis, we examined an executable file, specifically a RarSfx wrapper malware. The high-level flow of this
executable involves dropping a malicious DLL file upon execution. In certain variants, this DLL file was found in the form
of a .cpl file, which is also a special kind of Windows DLL. It was loaded by control.exe, subsequently spawning a rundlI32.
exe process as a child. The .cpl file is then executed using the Control_RunDLL function from SHELL32.dll with the

following command:

1 “C:\Windows\system32\rundl|I32.exe” Shell32.dll,Control_RunDLL “C:\Users\wadmin\AppData\
Local\Temp\_d8c4M1.CPL"

In some samples, we observed the executable spawning regsvr32.exe, which registers the dropped malicious DLL file using

the following command:

1 C:\Windows\System32\regsvr32.exe yXOyFYe.R -U -s
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https://www.malwarebytes.com/blog/news/2022/10/raspberry-robin-worm-used-as-ransomware-prelude
https://attack.mitre.org/techniques/T1574/002/
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The high-level behavioral flow chart of analyzed raspberry-robin variants is given below.

raspberry-robin.exe

Masqueraded DLL File

C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL

C:\Windows\System32\regsvr32.exe yX)yFYe.R -U -s

regsvr32.exe

“C:\Windows\System32\control.exe”

“C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL"

control.exe

“C:\Windows\System32\rundii32.exe” Shell32.dll,Control_RunDLL
“C:\Users\wadmin\AppData\Local\Temp\_d8caM1.CPL"

rundli32.exe

“C:\Windows\System32\rundi32.exe" Shell32.dll,Control_RunDLL
“C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL"

rundli32.exe

“C:\Windows\SysWOW64\rund|I32.exe"

“C:\Windows\SysWOW6a\shell32.d11", #44
“C:\Users\wadmin\AppData\Local\Temp\_d8caM1.CPL"

rundli32.exe

The detailed technical analysis of these malware variants can be found in the ‘Technical Analysis Report’ section of

the report.
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TECHNICAL ANALYSIS REPORT

This report highlights technical details of the latest Raspberry Robin sample downloaded from MalwareBaazar on March 6,
2024. The analysis commenced with static analysis, followed by dynamic analysis utilizing Logpoint’s new plugin, “Process

Tree.” Detailed steps of the analysis are outlined below.

Static Analysis

\ 5% 015a36adeafc759d8034813bff44559ef28060351dd0e875... X

‘.

General Compatibilty Securty Details Previous Versions

015a36adeafc759 ..:'_.ﬁ [f445593f28060351dd0e875{]387’fdf12802e82f.exe
d2034813bff4455 ]

9ef28060351dd0e

8750b87fdf128... Type of file:  Application (.exe)

Description:  015a36adeafc759d8034813bff44559ef28060351dd

Location: C:\Users\sadmin‘Downloads
Size: 2.25 MB (2,363,529 bytes)
Size ondisk: 2.25 MB (2,367,488 bytes)

Created: Wednesday, March 6, 2024, 10:26:51 AM
Modffied: Monday, March 4, 2024, 8:11:02 AM

Accessed: Today, March 6, 2024, 1 minute ago

Attibutes:  [JRead-only [_]Hidden Advanced...

Cancel Apply

At first look, the sample seemed to be a Windows executable (exe). However, malware can often manifest in various formats,
such as wrappers or installers, prompting us to delve deeper into its nature. We then utilized the Sysinternals ‘strings.exe’
utility to extract and inspect the binary’s string contents. Upon analyzing the strings, we noted the presence

of ".zipx" and ‘unzip,’ which piqued our interest. This prompted further investigation into the possibility of it being a

wrapper malware.
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Please remove %s from %s folder. It is unsecure to run %s until it is done.
%¥s: %s

map/set too long
AES-0017

.Zipx

z¥s3%02d

$+3;CScs

#+3;CScs

UnZip: Internal error 1
ARarHtmlClassName
Shell.Explorer
about:blank

Further examination of the strings file, we observed interesting other interesting strings such as ‘RarSFX,
‘winrarsfxmappingfile.tmp,’ ‘sfxname,’ etc. The identified strings strongly suggest that these executables are WinRAR self-
extracting archives (RarSFX).

0 RarSFX archives provide advanced functionality through extended SFX commands, enabling
actions to be executed upon successful extraction. One such command allows specifying an
executable to run after extraction completes. Unfortunately, this feature is often exploited
by malicious actors who embed commands within SFX archives to execute harmful actions
upon extraction. These actions may not necessarily involve embedding malware within the
archive itself but instead leveraging native tools to carry out malicious commands as part of

the extraction process.

It appears that this Raspberry Robin variant is also likely abusing this feature.

STATIC

unknown_folder
REPLACEFILEDLG
RENAMEDLG

$s %s

GETPASSWORD1
winrarsfxmappingfile.tmp
sfxname
$4d-%02d-%02d-%02d-%02d-%02d-%03d
sfxstime

STARTDLG

sfxcmd

Strings - Possible indication of RarSFX

WinRAR self-extracting archive
MS Shell Dlg 2

&Destination folder

Bro&wse...

hRichEdit20W

Installation progress
jmsctls_progress32

Install

Cancel

Confirm file replace

MS Shell Dlg 2

The following file already exists
Would you like to replace the existing file
with this one?
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Additionally, in the content of the strings, we discovered XML data related to WinRAR SFX, further supporting

our hypothesis.

3% I a0 PR30 Nou s wN

A A A D DB DDA DWW WWWWWWWWNNDNDDNNDNDDNDNDNDNNDNDN
N o o b WM 2 O OO NO U WN =2 O VW 0o NO UL b WN = O

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<assembly xmlns="urn:schemas-microsoft-com:asm.v1” manifestVersion="1.0">
<assemblyIdentity
version="1.0.0.0"
processorArchitecture="+*"
name="WinRAR SFX"
type="win32"/>
<description>WinRAR SFX module</description>
<trustInfo xmlns="urn:schemas-microsoft-com:asm.v2">
<security>
<requestedPrivileges>
<requestedExecutionLevel level="asInvoker”
uiAccess="false"/>
</requestedPrivileges>
</security>
</trustInfo>
<dependency>
<dependentAssembly>
<assemblyIdentity
type="win32"
name="Microsoft Windows.Common-Controls”
version="6.0.0.0"
processorArchitecture="+*"
publicKeyToken="6595b64144ccf1df"
language="*"/>
</dependentAssembly>
</dependency>
<compatibility xmIns="urn:schemas-microsoft-com:compatibility.v1">
<application>
<I--The ID below indicates application support for Windows Vista -->
<supportedOS Id="{e2011457-1546-43c5-a5fe-008deee3d3f0}"/>
<I--The ID below indicates application support for Windows 7 -->
<supportedOS Id="{35138b9%a-5d96-4fbd-8e2d-a2440225f93a}"/>
<I--The ID below indicates application support for Windows 8 -->
<supportedOS Id="{4a2f28e3-53b9-4441-ba9c-d69d4a4a6e38}"/>
<I--The ID below indicates application support for Windows 8.1 -->
<supportedOS Id="{1f676c76-80e1-4239-95bb-83d0f6d0da78}"/>
<I--The ID below indicates application support for Windows 10 -->
<supportedOS Id="{8e0f7a12-bfb3-4fe8-b9a5-48fd50a15a9a}"/>
</application>
</compatibility>
<asmv3:application xmIns:asmv3="urn:schemas-microsoft-com:asm.v3">

<asmv3:windowsSettings xmlns="http://schemas.microsoft.com/SMI/2005/WindowsSettings">

<dpiAware>true</dpiAware>
</asmv3:windowsSettings>
</asmv3:application>
</assembly>

Emerging Threat: Raspberry Robin - Not a Juicy Raspberry You Love
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Further investigation led to the identification of another interesting string, '_d8c4M1.cpl. When the main binary was

executed, the SFX archiver seemed to execute this control panel file (.cpl) in the background.

0 A CPL (Control Panel) file is a special type of binary file (special dll) in the Windows operating
system that serves as a gateway to various system tools accessible through the control
panel interface. These files, typically with a .cpl extension, are designed to open within
the control panel and provide access to settings and configuration options for devices,

applications, and system components.

d8c4Ml.cpl

grumkk=0QdDPLWsR cKPCsOvPjDgyPgFLonrEAoc IVcgsukKDBtlHKWsgGnWvteaCWEVLSx1bNOmeWTfRDoQimIDtScvtRDVLSIPEnFCERnKwvsQTNRUQGInAirbUhUGOgNZzYGsnmlATKRING YRC
setUPCODe

TITLE=BNVAJKCZCgWEfFAJXSjbvStMdGOmkMeoShOKEnKOrOgzhVUAOPrOvoe

PRTmc=dD¥mYrxFyCxnAhngCcYpGdEZkjzjKjrrprzhHhvaMvcQwGTSeniiOzYMWXyreuJ1lPHZucWOV 1AFCaklPpPNXTChwNgCjSrRIMSaGMRrhdhulAJzDOj STxbbhRkdYtGzFHIAJC GlJktwal
TEXt=FIdPLHHzepzjLgHLThNDNDhyGYBijlIkucWyVQadtEUSNbRkdHGZUlUEthRFvCcgFHMGYNKDGkFzgdteiGDjhgPPXdYTLHiHCIqQuIANfkDiraEesHeXPGWplSvOvUDiCbdeygcMZisLPaavk
T1ASWITEP=1uSSTAZXFbRYTGjxBjiedfkLNtxIY¥rkuPteiWItOBmcHVDFzzEdykITQYJUvneFwbeZcfDaxEIqdxVizKTMPUt fpKCKZSQtgwQSabudsBwIBaUcDEVJIIF1xzgqRjAQaXJFENcYutqgyz
BUaJCXrKugkUJhYwVF=vBiBXrPyXRko Hx¥TpuzaObHewOYbx jNjWUKyenlzlWbnIKKhsYoXhoBTgIWGnuvQqIfnxAlXIVUnObzVPszrqopvwiBsRZQIfNIBLizDJEWgxIoFJIPwGIugaXPEMSE
OVerwrIte=3

sILEnt=9

siLEnT=4

TEXT=uzsIMyJlQWoaTteERkjfQQEBtBkoFGEL

M=PZxXCEeaQqIPzM ZNLBkUxYexumaQniRZLxhFNZOInJzLrKnQYjpiMxhWrLVplUPuP1lVRNrwOYrXIu 1WANSKkXWwnWSDTCJgnsBSExHYXgmhtMIeuhnbMdxZZxYTJjwoMGREBufJupbPFosfll
ZiiHlcick=ZnjHWjiRdagqUmAWoyewHmmNECOT nVOpbUpQlbEnoYFwKnAjWpdkXrodfrnGxaWMbgIho ggCmZEuvbFhyf

AgRhgHTF=eDj teKdYYqGYhxXPSkviWtOQB OmVwEfSmLuRatCLIo Hn QYEZZGEGDoYQOZwjoXvMTxIycZxtoRFksHgA

TITLe=GGLFm LPwzJUTymy3BpzhMZDIYQiMKKvLBpWGPOiyAGagZSMNKwbwquSFT yrfJpCFuslIjaVFFSHiNfkzhsaeQNgkqgOOryvJIys
BKKCTMVkZXcClHeHb=CdcxCGeLaHSux53izQQvsvOENfzFIGVrUaplJVeuwwIBTMLCcFgBCWBWLKATVS1xDlcaYjuzpCAVevyKVshbKd woKVnbNtAcrDPuMarjWkmYabAdLHgQkaSNSHXbpmRBit
DFA=eLKGiOzWYfgMLTgWJILQiJKvgXKD MZDkqgsJmjEKPIbRWUgFvoinEWapgludnlImCzRzIXdAOVtyUNCPxRIMrYfrDIABAUWESSSEOQGeIiinosNshyvn]jSZXTvApMUKyBErctogHUbmPVvRAEHV
OVerwRIte=8

SetupCODe

tEXT=cXrYufUfHDJNHpL bgMpThbZuLmlzjbeoRzIz

tiTLe=gTwOlglbeq agOuaQWjXZedT nhSSmUWeiCHtCuZgr¥YmJTArZziFBnNCTUuNsXrPbXcLiNCvsEi1iO0ZVPsoJNncFqjvhgoAEZITOdeRXNgHEssBul

OVERWRiTE=4

RExyQFxfK=ZQjbPuadWtttJysDmkgagoTaAPmmGgcgYSOWrWkWehLPYeyZ PJbhihBFhueCcVvsdPQGg PgbrPbLTGcZgrly wcTrUCZJj miNSxDNzprHKXPVjeRIptLQMkatOsDbEAcCNtsSsYe
MBcumrLyMuE=LgcJuTYrtYReEFDIngx byziYiZuSeKrwnD1QWJauX1l1lNUJgSrrreyhwyVGejSrxpnEnktHSBHcTkbtOkREZVAC iHEBVWbKvVBZXEPreZGPGXYKKLYW WoMhv b¥sH
wXSn=UaLvJI kdvNzF wphJenDsLNHaugRQLBIHDlrx MkFDvqonIPunEEBSZoQQHSZNAYXM1fUSLJYACFTEsJzDbbUXaLWloxxKUR gAnHgwsqoZYVnttyGzelQGfgvCriwI ZfXpY¥ZznZzpaYY
UhRzoCAcCRm=yFRquGLWcOTUaIuAazFMNR1XESkUDnZYdFgwxeFIZNwYzBUpgDUgBPrFMBJRpHOrDYJkcYmaoqupSO ZXanVHgssnCezBRbXADGxPZetmhkRVQQjjkD1Ed nMgLZZKODRwqgyBfuplM
I3hkIF=YDgBXUwlcgkVNFifjQEnWHOVQESZfggi

TItlE=QTQgyHjHTUKzKZMwrrWatGwHCClkUk1ESEKkbKPVr1TbgwYfPgqxfNaYGZfpWSqHRYYZoER1kYIowwVZbiKWb

w=GNIWgCLVYONAjbubMdaOejLrmloTFMNDEMFpyhYJToGfebAcQv ghPWswXGASrkS oHcVBotNHzDIMNVzLlwaEhqgipYjdw gY¥zeTCvXQyBLh xMPZJDMKGUtBzGWLFUkmbBDZQQsMTIRneES
SEkOrobZXKgGWSfjGUG=aHgXiouNsQwDOXpzPQWiXpstKF1FhpYc WLZynJwcpGEUhaUHFo3joMBLpmFvwNQZLb 1GUCidGfFOGZoTUSasJQDbBedULrgyFElbwkgdfZlevrkoLNHEgEMclnlckts
UpdATe=u

TEXT=ExOQSKVEGmMguNfFWAIKHUHNrshx ghGGyelkppEsSLluYGAWMxycjPVDQOWEkKGuUmvCZXwztvyxCX

texT=oUOXmFavXhSsXXdkLolwdnCkG CkODrETAvEaSARTCOEPSHmZmvMhBoNSvAwcukazIDwiAZLCr Lhilsz XLuD tHUKtowvYCoodivmfZuOMzvTRRNKOtMDceoAtwIpv viCzRfIloXeu

In RarSFX archives, there are predefined fields such as Setup, Overwrite, Text, Silent, Title, etc. These fields dictate the
behavior of the self-extracting (SFX) functionality. Specifically, the Setup field typically specifies the program or code to
execute after successful extraction, indicated by “Setup=<program>." During our analysis, we observed these fields in the
provided screenshot. Upon examining the strings file, we found a noteworthy entry containing “Setup=_d8c4M1.cpl”. This

suggests that the CPL file “_d8c4M1.cpl” will be executed upon successful extraction.

BetUp= d8c4M1.CP;

Rbmy CmUCZu0cdl OIsRhLceBEFArZoHgdTLirSqICUduoVmFnUzREpJikQwwontMnToTRnZwevNI IJFkcNgdPoLuppFKZKCXXEVTxVPOtdgghtby mrmOFvmQywxpQgrDKIWEdKyYt e SpEdlebXFEWGGESDR

fBagqmIKkKVsywRThnDcendSHhaldpalpEfKvVZvzN1Bt]jYovQTPMHGYibdOXzKAj11PzgmSdjxEHGsJwgpnzbvZscIJMRhC FgjEruoHAKldReLeULtORRjtarTRe

_d8c4M1.cpl will be executed after successful extraction

overwRItE=9

sBInrfUTnN=tKZLPalWkIUgqlUTpBI mpZRBEuSgZS1SkJAKLT

Zn=dPVIDgD Dt iTkZcqZBevnapgnsRjOKPvU1lIilyjgiBFrDFdoooNoLGAkgQODmJIYzVs]JhfRbPXCTXAObrmFLzLaZswMtZeACHISIgHVOrytnuMHpIiuYVInHVsYQkiOu iZtsxjAeFajmOCFgBLJePKEpoQkuCGPnAQLC
1e=gUKHQISOTPORAVUNZSVrcKvdesaWPdzGFbxWaDNZUuGiOJoc HfDieazckEUItdtsdQUAjVupXwnKYeuPBmBRKxGSfQf bXrlRajKdwEcZmdKuDaWlezZhbUOpg
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Additionally, it was noted that the execution path is set to the ‘%temp%’ directory.

2XMFO
pi7p’
setUpcode
ez VIERkIeRLITNYQf=psxaUkwVgHVCRZTKVE bShFuv DZetJhUDSRsSLZZvzUwIre
path=$tEMP%
ZITXRYNIDBPlm=PADiSFMaQEcXfvdpIJtMSHehl SuaWxbmwdVvZMstVVUGXXLPkeG
TexT=0QtdCAewddSRwSNRJEUrbxPTbgFFEZ1SUplpKRtrmhjcALFXXJJECO]Om kBK
TITLE=1 FyRghjgTIIPdAKmfO HLtvDZf
-2)woUkc

Analysis through DetectItEasy also hinted that the file is, in fact, a Zip Archive Installer.

File type File size
PE32 2,25 MiB

Scan Endianness Mode Architecture

Automatic LE 32-bit 1386

v PE32
Compiler: EP:Microsoft Visual C/C++(2017 v.15.5-6)[EXE32]
Compiler: Microsoft Visual C/C++(2022 v.17.3)[-]
Linker: Microsoft Linker(14.33**)[GUI32]
Archive: Zip(2.0)[94.3%,1 file]
¥ Qverlay: Binary
Archive: Zip(2.0)[94.3%,1 file]
Data: ZIP archive

Shortcuts

Options

Signatures v Reaursive scan Vv Deepscan | | Heuristicscan V' Verbose About

Directory 100% > Log [] Al types 187 msec Exit

Following this revelation, an attempt was made to extract the executable file. We extracted it as how anyone would extract a

normal zip file. Interestingly, the file '_d8c4M1.cpl’, previously observed in the strings, was successfully extracted.

> ThisPC » Downloads » 015a36adeafc759d8034813bff44559ef28060351dd0e8750b87fdf12802e82f

'SS

ds

its
_d8cdM1.cpl

O O S 8
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Dynamic Analysis

After the discovery, the malware was detonated to assess its dynamic behavior. Sysmon was used to offer thorough
logging on the sandbox, allowing for effective analysis. Following that, all relevant logs were sent to Logpoint for

further inspection. Utilizing the newly integrated Logpoint plugin “Process Tree,” we visualized the parent-child process
relationships along with additional information such as command-line parameters, disk operations, network connections,

and registry-related activities.

We conducted a comparative analysis of Sysinternals’ ProcMon, Process Explorer, and Logpoint’s Process Tree features
to showcase how Logpoint Process Tree, akin to these Sysinternals tools, provides valuable assistance in forensic
investigations. The binary was renamed ‘raspberry-robin.exe’ throughout the examination and executed for

further research.

S xplorer exe 1724 Windows Explorer Microsoft Corparation
=) s raspbemy-mobin exe <0.01 4972 K 22988 K 1344

= @mtmlem <0.01 3,360 K 16,324 K 6772 Windows Control Panel Microsoft Comporation

= _] undll 32 exe 12.464 K 16468 K 7740 Windows host process (Run... Microsoft Corporation

= I_]n.mlﬂ.em 1452 K 7556 K 3348 Windows host process (Run... Microsoft Corporation

| ]mmlSZ.e:e 25216 K 28144 K 668 Windows host process (Run... Microsoft Corporation

Using Process Explorer, we observed raspberry-robin.exe spawning control.exe as child processes, followed by rundli32.
exe as child processes of control.exe. Subsequently, rundll32.exe spawned another instance of rundll32.exe. This identical

process tree was also visualized through the Logpoint Process Tree.

EXPLORER.EXE RASPBERRY-ROBIN.EXE CONTROL.EXE RUNDLL32.EXE RUNDLL32.EXE RUNDLL32.EXE
R 2s 0s 26s 1s
Co P & & & o
1 2 3 4 5

Let's break down each process node, beginning with process raspberry-robin.exe and numbering its child processes.

Raspberry-robin.exe will be numbered as 1, control.exe as 2, and so on for the subsequent child processes.

Emerging Threat: Raspberry Robin - Not a Juicy Raspberry You Love 14
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1. raspberry-robin.exe

Upon initial inspection of the process tree, we noticed a disk operation indicator associated with the process node

raspberry-robin.exe,’ denoted by the memory sign. This sign suggests that the process has performed disk write

operations, potentially indicating that files were dropped.

RASPBERRY-ROBIN.EXE

Disk Operation

Hovering over this node, we observed a summary of process activity, including disk writes, image loads, process access, and

registry operations, as depicted in the screenshot below. Full details could be observed by double-clicking on the node.

EXPLORER.EXE RASPBERRY-ROBIN.EXE CONTROL.EXE RUNDLL32.EXE RUNDLL32.EXE RUNDLL32.EXE
R s 1s 255 0s
Co o S & &

PROCESS ACTIVITY
Disk

Image Load

Process Access

Registry Operation

Through the file system activity captured by ProcMon, it was revealed that raspberry-robin.exe dropped two files, namely

1

tmp_rar_sfx_access_check_9875781' and '_d8c4M1.cpl’, into the temp folder.

Time Process Name Parent PID  PID  Operation Path Result Detai

7:26:0... mmraspbemy-robin exe 1724 8932 ' CreateFile C:\Users\wadmin\AppData\Local\Temp SUCCESS Desired Access: E

7:26:0... mraspbemy-robin exe 1724 8332 = CreateFile C:\Users\wadmin‘\AppData\Local\Temp'.__tmp_rar_sfx_access_check_3875781 SUCCESS Desired Access: G...
7:26:0... emraspbemy-robin exe 1724 83932 ' CreateFile C:\Users\wadmin‘\AppDataLocal\Temp'_ tmp_rar_sfx_access_check_ 3875781 SUCCESS Desired Access: R...
7:26:0... mmraspbemy-robin exe 1724 8932 G CreateFile C:\Users\wadmin‘\Downloads SUCCESS Desired Access: R

7:26:0... mmraspbemy-robin exe 1724 8932 W CreateFile C:\Users\wadmin‘\Downloads \raspbemy-robin.exe SUCCESS Desired Access: G...
7:26:0... mmraspbemy-robin exe 1724 8332 ‘= CreateFile C:\Users\wadmin‘\Downloads SUCCESS Desired Access: R...
7:26:0... mmraspbemyrobin exe 1724 8932 W CreateFile C:\Users\wadmin‘\Downloads SUCCESS Desired Access: R...
7:26:0... mmraspbemy-robin exe 1724 8932 i CreateFile C:\Users‘wadmin\AppDataLocal\Temp SLICCESS Desired Access: R...
7:26:0... mmraspbemy-robin exe 1724 8332 ‘= CreateFile C:\Users\wadmin \AppData‘Local\ Temp SUCCESS Desired Access: R...
7:26:0... mraspbemyobin exe 1724 8932 W CreateFile C:\Users'wadmin‘\AppData'\Local\ Temp SUCCESS Desired Access: R...
7-26:0... mmraspbemy-robin exe 1724 8932 i CreateFile C:\Users\wadmin\AppData\Local\Temp SUCCESS Desired Access: R

7:26:0... \mraspbemy-robin exe 1724 8932 ' CreateFile C:\Users\wadmin'\AppData'\Local\Temp',_d8c4M1.cpl SUCCESS Desired Access: G...
7:26:0... Smraspbemy-obin exe 1724 8332 s Createfile C:\Users'wadmin'\App Data'\Local\Temp',_d8c4M1.cpl SUCCESS Desired Access: W..
7:26:0... mmraspbemy-robin exe 1724 8932 ‘s CreateFile C:\Windows\SysWOW6E4\windows storage.dil SUCCESS Desired Access: R

7:26:0... mmraspbemy-robin exe 1724 83932 ' CreateFile CA\Windows \SysWOW64\widp dll SUCCESS Desired Access: R...
7:26:0... mraspbemy-robin exe 1724 8932 G CreateFile C:\Users\wadmin‘\AppData'\Local . Temp SUCCESS Desired Access: R...

The same information was also displayed via process details in the process tree.

PROCESS DETAILS
o
Command “C:\Users\wadmin\Downloads\raspberry-robin.exe” @1
Host dev

Integrity Level High

SHAT

Parent Process ID

SN File Path

EXPLORER.EXE RASPBERRY-ROBIN.EXE CONTROL.EX
R 0s.

©° )

Image Loads (77)

Registry Operations (5)
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As depicted in this screenshot, there were also events related to image loads and process access.

PROGESS TREE Proview Selected

raspharmy-robin,axe

26200 8524 3108000

Host
e

SHAT

Parent Pracess |0

Disk Operations (2)

PROCESS DETAILS

T5BAA464BD2206D3AB0308E CDZFECAEASSFEDOTE (2
Analyze Vi | Score B

724
caw

II' LOGPOINT

Image Leads (77)

EXPLORER.EXE RASPBERRY-ROBIN.EXE
R

Image Loaded by raspberry-robin.exe

The process access event was interesting as raspberry-robin.exe accessed the process ‘control.exe’ with the access of
‘Ox1fffff’. The access level ‘Ox1fffff’ typically indicates full access rights to the ‘control.exe’ process, allowing raspberry-robin.

exe to perform a wide range of operations and modifications within the context of ‘control.exe.’ This level of access could

potentially enable raspberry-robin.exe to manipulate or control the behavior of the ‘control.exe’ process.As depicted in this

screenshot, there were also events related to image loads and process access.

Preview Selected

raspberry-robin exe
{2ddéca0d-b20a-65ee-308-00000000000}
2024/02/01 13:11:02
Related Informations

Process ID

Process

Command

User

Host

Integrity Level
SHA1

Parent Process ID
Parent Process

Parent Command

Disk Operations (2)

Image Loads (77)

PROCESS DETAILS

8932
C:\Users\wadmin\Downloads\raspberry-robin.exe
"C:\Users\wadmin\Downloads\raspberry-robin.exe" &
wadmin

dev

High
758AA4668D2206D3AB0308ECD2FECAE45IFEDO7E (]
Analyze VirusTotal Score &'

1724

C:\Windows\explorer.exe

explorer.exe @)

Process Access (1)

S.N.  access Process

1 Ox1fffff C:\Users\wadmin\Downloads\raspberry-robin.exe

Image

C:\Windows\SysWOW&é4\control.exe

search

Emerging Threat: Raspberry Robin - Not a Juicy Raspberry You Love
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Furthermore, while observing registry activities in Procmon, the “RegSetValue” operation was filtered for the process

“raspberry-robin.exe.” Some registry modifications related to the system’s proxy configuration were observed, as depicted in

the screenshot.

EEIRMW

Time of Day
121327 AM
678142 AM
1678630 AM
1679011 AM
1679351 AM
1698866 AM
1699476 AM
1699781 AM
700060 AM
332752 AM

Process Name

raspbenmy-robin.exe
‘e raspbeny-robin.exe
‘s raspbemy-robin exe
raspbenmy-robin.exe
= raspbenyobin.exe
s raspbemy-robin exe
‘o raspbemy-robin.exe
‘e raspbenmy-robin.exe
\iraspbeny-robin.exe
s raspbemy-robin exe

YA

Parent PID  PID Operation

1724 8932 [ RegSetValue
1724 8932 [ RegSetValue
1724 8932 [ RegSetValue
1724 8932 [ RegSetValue
1724 8932 [ RegSetValue
1724 8932 [ RegSetValue
1724 8932 [ RegSetValue
1724 8932 [ RegSetValue
1724 8932 [ RegSetValue
1724 8932 [ RegSetValue

& ¥R

=

Path

HKCU\SOFTWARE\Microsoft \Windows\Current Version\Explorer\File Exts\.cpl\OpenWith Progids \cpffile
HKCU\SOFTWARE\Microsoft \Windows\CumrentVersion\Intemet Settings\ZoneMap\ProxyBypass
HKCU\SOFTWARE\Microsoft \Windows\Cument Version\Intemet Settings\ZoneMap\IntranetName
HKCU\SOFTWARE\Microsoft \Windows\Current Version\Intemet Settings\ZoneMap\UNCAslntranet
HKCU\SOFTWARE\Microsoft \Windows \CumrentVersion\Intemet Settings\ZoneMap\AutoDetect
HKCU\SOFTWARE\Microsoft \Windows\Current Version\Intemet Settings\ZoneMap\ProxyBypass
HKCU\SOFTWARE\Microsoft \Windows\Cument Version\Intemet Settings\ZoneMap\IntranetName
HKCU\SOFTWARE\Microsoft \Windows\Cument Version\Intemet Settings\ZoneMap\UNCAsIntranet
HKCU\SOFTWARE\Microsoft \Windows\Current Version\Intemet Settings\ZoneMap\AutoDetect
HKLM\SOFTWARE\Microsoft\Windows NT\CurentVersion\Notffications\Data\418A073AA3BC3475

Detail Result
Type: REG_NONE. Length: 0 SUCCESS
Type: REG_DWORD, Length: 4, Data: 1 SUCCESS
Type: REG_DWORD, Length: 4, Data: 1 SUCCESS
Type: REG_DWORD. Length: 4, Data: 1 SUCCESS
Type: REG_DWORD, Length: 4, Data: 0 SUCCESS
Type: REG_DWORD, Length: 4, Data: 1 SUCCESS
Type: REG_DWORD, Length: 4, Data: 1 SUCCESS
Type: REG_DWORD, Length: 4, Data: 1 SUCCESS
Type: REG_DWORD, Length: 4, Data: 0 SUCCESS

Type: REG_BINARY,

Length: 130, Data: 86 02 00 00 00 00 00 00 04 00... SUCCESS

Similar registry “set value” operations may also be visible through the Logpoint Process Tree. Raspberry Robin might have

altered these proxy settings to circumvent security measures, ensuring uninterrupted connections with Command and

Control servers, particularly if any proxy settings are blocking connections.

Emerging Threat: Raspberry Robin - Not a Juicy Raspberry You Love

| Preview Selected

raspberry-robin.exe
{2ddéca0d-b20a-65ee-3f08-000000000¢00}
2024/02/01 13:11:02
Related Informations

Process ID

Process

Command

User

Host

Integrity Level
SHA1

Parent Process ID
Parent Process

Parent Command
Disk Operations (2)
Image Loads (77)

Process Access (1)

PROCESS DETAILS

8932

[ imin\Downloads\raspberry-robin.exe

"C:\Users\wadmin\Downloads\raspberry-robin.exe"
wadmin

dev

High
758AA4668D2206D3AB030BECD2FECAE459FEDOTE &)
Analyze VirusTotal Score &'

1724

C:\Windows\explorer.exe

e

Registry Operations (5)

S.N.  Event Type Target Object

1 SetValue

2 SetValue

3 SetValue

4 SetValue

¥ SetValue

HKU\S-1-5-21-879304454-1640502642-2836900156-500\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\AutoDetect

HKU\S-1-5-21-879304454-1640502642-2836900156-500\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\UNCAsIntranet

HKU\S-1-5-21-879304454-1640502642-2836900156-500\SOF TWARE\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\IntranetName

HKU\S-1-5-21-879304454-1640502642-2836900156-500\SOFTWARF\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\ProxyBypass

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418A073AA3BC3475

scarch

Detail

DWORD
(0x00000000)

DWORD
(0x00000001)

DWORD
(0x00000001)

DWORD
(0x00000001)

Binary Data
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2. control.exe

Hovering over the “control.exe” node displayed a similar process activity as raspberry-robin.exe. But no disk operation was

performed, so no disk operation is shown.

EXPLORER.EXE RASPBERRY-ROBIN.EXE CONTROL.EXE RUNDLL32.EXE RUNDLL32.EXE RUNDLL32.EXE
R Os 1s 25s 0s
Co o o S S S

PROCESS ACTIVITY
Image Load

Process Access

Registry Operation

Upon further inspection, the command line of this process appeared suspicious. The control.exe was found executing the

' d8c4M1.cpl’ from the temp directory, which was earlier dropped by its parent_process “raspberry-robin.exe”.
1 “C:\Windows\System32\control.exe” “C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL",

PROCESS DETAILS

control.exe
{2ddbca0d-b20a-65ee-4008.000000000c00)
2024/02/01 13:11:02

Related Informations
532

Process ID
Process C:\Windows\SysWOWé4\control.exe
Command *C\Wii EEGH ppData\Local\Temp\ dcaM1.CPL", @1 |
User ‘wadmin
Host dev
High

Integrity Level
CONTROL.EXE

Filo

SHA1 DAYA7BASF69AE3DASF7B7D26C792F89219BCOA3B (2
Analyze VirusTotal Score &

Vendor Microsoft Corporation

Application Microsoft® Windows® Operating System

8932

Parent Process ID
C:\Users\wadmin\Downloads\raspberry-robin.exe

Parent Process
Parent Command *C:\Users\wadmin\Downloads\raspberry-robin.exe " 2]

Image Loads (56)
Process Access (1)

Registry Operations (5)

Similar to raspberry-robin.exe, there were no suspicious image loads, but a suspicious process access event was observed.

Interestingly, ‘control.exe’ accessed the process ‘rundll32.exe’ with the access level of ‘Ox1fffff".

Process Access (1)
search
S.N.  access Process Image

1 Ox1fffff C:AWindows\SysWOWé4\control.exe C:A\Windows\SysWOWé4\rundlI32.exe
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The registry operations were the same as observed with its parent_process ‘raspberry_robin.exe.’

control.exe

(2d6¢300-5203-6506-4008.000000000c00)
2024/02/01 13:11:02
Related Informations

PROCESS DETAILS

Time of Day Process Nam

9:31:12.5711957 AM [Efcontrol.exe
9:31:12.5712532 AM [Efcontrol.exe
9:31:12.5712856 AM [Efcontrol.exe
9:31:12.5713143 AM [Efcontrol.exe
9:31:12.5739216 AM [Efcontrol exe
9:31:12.5739830 AM [Efcontrol.exe
9:31:12.5740182 AM [Efcontrol exe
9:31:12.5740473 AM [Efcontrol.exe

Process ID 532
Process C\Windows\SysWOW64\control.exe
Command EC T Data\Local\Temp\_d8cdM1.CPL", @
User wadmin
Host dev
Integrity Level High
File CONTROL.EXE
— DA9A78ASF6IAEIDASF7B7D26C792F89219BCOA3B &)
Analyze VirusTotal Score &
Vendor Microsoft Corporation
Application Microsoft® Windows® Operating System
Parent Process ID 8932
Parent Process ca i . bin.exe
Parent Command “CalL bin.exe" @)
Image Loads (56)
Process Access (1)
Registry Operations (5)
search
SIN. EventType Target Object Detail
1 Setvalue  HKU\S-1-5-21-879304454-1640502642-2836900156-500\SOF TWARE\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\AutoDetect DWORD (0x00000000)
2 SetValue  HKU\S-1-5-21-879304454-1640502642-2836900156-S00\SOFT ows\Ci e et Setti DWORD (0x00000001)
3 SetValue  HKU\S-1-5-21-879304454-1640502642-2836900156-500\SOFTWARE dows\CurrentVersion\Internet Setti Byp DWORD (0x00000001)
4 SetValue  HKU\S-1-5-21-879304454-1640502642-2836900156-S00\SOFTWARE ows\Ci ernet Sett Map\UNCAsintranet DWORD (0x00000001)
5 Setvalue  HKLM\SOFTWARE NT\C 8 tific \Data\418A073AA3BC3475 Binary Data
ProcMon also recorded the same events.
& Parent FID  PID Operation Path Detail
1880 8364 [Bf RegSetValue  HKCUNSOFTWARE:Microsoft\Windows\Cument Version \Intemet Settings'ZoneMap\ProxyBypass Type: REG_DWORD, Length: 4, Data: 1
1880 8364 [ RegSetValue  HKCUNSOFTWARE\Microsoft\Windows'\CumentVersion\Intemet Settings'\ZoneMap\intranetName Type: REG_DWORD. Length: 4, Data: 1
1880 8364 [Bf RegSetValue  HKCUNSOFTWARE:Microsoft\Windows'\Cument Version\Intemet Settings'ZoneMap' UNCAsintranet Type: REG_DWORD, Length: 4, Data: 1
1880 8364 mHegSaValue HKCUNSOFTWARE\Microsoft\Windows \Cument Version \Intemet Settings\ZoneMap'\AutoDetect Type: REG_DWORD, Length: 4, Data: 0
1880 8364 [Bf RegSetValue  HKCUNSOFTWARE:Microsoft\Windows'\Cument Version \Intemet Settings\ZoneMap\ProxyBypass Type: REG_DWORD, Length: 4, Data: 1
1880 8364 mﬂegsa\falue HKCIUNSOFTWARE\Microsoft\Windows\Cument Version \Intemet Settings\ZoneMap\Intranet Name Type: REG_DWORD. Length: 4, Data: 1
1880 8364 [Bf RegSetValue  HKCU\SOFTWARE\Microsoft\Windows\Cument Version\Intemet Settings'ZoneMap\UNCAsIntranet Type: REG_DWORD, Length: 4, Data: 1
i RegSetValue  HKCLNSOFTWARE \Microsoft\Windows\Cument Version Intemet Settings'\ZoneMap\AutoDetect Type: REG_DWORD, Length: 4, Data: 0
RegSetValue  HKLM\SOFTWARE\Microsoft\Windows NT\CumentVersion\Motifications\Data'\418A073AAIBCIATS Type

9:32:13.1680389 AM EHcontrol.exe

Emerging Threat: Raspberry Robin - Not a Juicy Raspberry You Love

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

REG_BINARY, Length: 330, Dat.a: BB 02 00 00 00 00 00 00 04 00...SUCCESS
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3. rundli32.exe

EXPLORER.EXE RASPBERRY-ROBIN.EXE CONTROL.EXE RUNDLL32.EXE RUNDLL32.EXE RUNDLL32.EXE
R 0s - 1s - 255 - 0s -
O R e O O P
PROCESS ACTIVITY
Image Load 44
Process Access 1

Hovering over the first rundll32.exe, it was observed that it had image load and process access events. In the process
details, the command appeared suspicious. It seemed like a proxy execution of malicious code through rundli32. RundlI32.
exe had been used to execute the Control_RunDLL function of Shell32.dll, with the malicious cpl file as the argument to the

function, using the following command:

1 “C:\Windows\system32\rundll32.exe"” Shell32.dll,Control_RunDLL “C:\Users\wadmin\AppData\
Local\Temp\_d8c4M1.CPL",

The .cpl file extension typically refers to Control Panel files, which are used to provide various configuration options in
Windows. The Control_RunDLL function of Shell32.dll is a legitimate Windows function used to execute Control Panel
applets. However, in this context, a malicious .cpl file had been executed via rundll32.exe, suggesting a potentially

unauthorized or malicious activity.

Preview Selected

PROCESS DETAILS
rundli32 exe
{2cddBca0d-b20b-85ee-4108-000000000c00)
2024/02/01 13:11:03
Related Informations

Process ID 4172

Process C:Windows\SysWOWed\rundil32.exe

P— lmndows\sys!emjz\rund\BZ exe” Shell32.dll, Control_RunDLL
*Ci\Users\wadmin\AppData\Local\Temp\_dBcaM1.CPL", @)

User wadmin

Host dev

Integrity Level High

File RUNDLL32.EXE

6F317948FDBB1FCIAD25292F6D2C021EEIAB2ABS (7]

SHA1
Analyze VirusTotal Score

Vendor Microsoft Corporation

Application Microsoft® Windows® Operating System

Parent Process ID 532

Parent Process CWindows\SysWOW6d\control.exe

Parent Command 1% 32 trol.exe” "C:\L ppData\Local\Temp\_d8c4M1.CPL", €
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It was further revealed to be loading an unsigned DLL file, d8c4M1.CPL (original file name LeHwn4.dll), which was earlier

dropped by its predecessor process “raspberry-robin.exe”.

Preview Selected <
Related Informations
Process 1D a2
Process CiWindows\SysWOWe4\undil32.exe
Command “C:\Windows\system32\rundil32.exe* Shell32.dll,Control_RunDLL * C:\Users\wadmin\AppData\Local\Temp\ d8caM1.CPL, @)
User wadmin
Host dev
Integrity Level High
File RUNDLL32 EXE
F317948FDBB1F
i Aras Vst Score
Vendor Microsoft Corporation
Application Microsoft® Windows® Operating System
Parent Process 1D 532
Parent Process C:\Windows\SysWOWeé\control.exe
Parent Command 3 exe” °C: \Temp\_d8cam1 CPL, @)
Image Loads (44) ~

search

SN, Status File e Vndor Signature image s Signed
Valid advapi32.di 6A3BCA7SDDATSFFAS32975C23DAIT A3 5602308 Mic Corporation Microsoft Win CAWindows\SysWOW6\advapi32.di true
2 valid ACLAYERS.DL F6D31C9869F42ACFT94DF7491FEBFFET27DCT20 Microsoft Corporation Microsoft Windows CAWindows\SysWOWs4\AcLayers.dil e
ER MSCTFOLL 90D87B48A72D0BOFC54126216998DIDB Microsoft Corporation Microsoft Windows true
4 va s.dl F96BFE9A1323509378738554131AB140 Microsoft Corporation Microsoft Windows true
5 Valid qdiz2 245408A 07D9AB7F79A4SFSBFEI4172CSEE M poration Microsof CAWindon Wed\gdiz2fulld e
6 Unavailable LeHwna.dll CD74AEAC5424E4F529E298BD22C4BDDADCBDF7DD. Digia Ple and/or ts subsidiarylies) Ci\Users\wadmin\AppData\Local\Temp\ dBcaM1.cpl flse
7 va 94486FAFAT62EF1F25ED34A2049F9B1 36817840 Microsof Nindo true
8 Valid C3E11DAGTBCTFO9113D61935364C Microsoft Windows CAWindows\SysWOWS\msvep_win.dil true
9 Valid WINMM.DLL 4ATBE0S6BASBTIA02BCET3F66ACCEF T 1 caw WOWed\winmm.di e
10 valid sfc_os.dl E48BEFC AMBSFFSFB90921BBDIFA1S09EC s CA\Windows\SysWO true
n e echost.dl B19C65147DE40SABSAC32B4CTB7CBACDI062CABS Microsoft Corporat Microsoft Windk C:\Windows\SysWOWBA\sechos true
12 valid SETUPAPIDLL ADA48ETFSOAEOTAGBCCA30AFOTEFBAEASTAZSSID Microsoft Corporatio . CA\Windows\SysWOWs4\setupapl.d true
13 valid IMAGEHLPDLL BBAF9SCEDAAT 10246COE34CTFA67566DSBAFCSS AWindows\SysWOWe\imagehip.di true
14 valid wowéalg2.d CICAT1464D2A5CI010454F120927853890D6ADC Microsoft Corporation Microsoft Windows Ci\Windows\System32\wowbdvin. true
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4. rundli32.exe

EXPLORER.EXE

Q,

RASPBERRY-ROBIN.E
R

XE CONTI%OL.EXE
s
P g o

1RUNDLL32.EXE

O O

25RUNDLL32.EXE

II' LOGPOINT

0RUNDLL32.EXE
s

PROCESS ACTIVITY

Image Load

As for the second rundll32.exe, hovering over it showed only image load-associated events. Its parent process was also

rundll32.exe, and its command line was the same as the parent command. No significant process activity was observed,

only some image-loading events.

rundlI32.exe

{2ddécad-b224-65ee-4208-000000000c00}

2024/02/01 13:11:28
Related Information
Process ID

Process
Command

User

Host

Integrity Level
File

SHA1

Vendor
Application
Parent Process ID

Parent Process

Parent Command

Image Loads (26)

S.N.  Status
1 Valid
2 Vald
3 Valid
4 Vvald
5  Valid
6  Valid
7 Valid
8 Valid
9 Valid

s

File

kernel32

imm32

sechost.dll

msvep_w...

Apphelp

adi32

SHELL32.

SHLWAP

ucrtbase...

SHA1

2948B6BF7188304E62B7AE76EQC980911D...

34C46FA33D7B582839E4C2FDIABOACOC2

C7D5FAE3EB27FBYC62CCF507720F4AT750.

4C2A112E048FC75CDA4C581836356E8815. ..

27FB63606FC83372EBB16D6EE225AB82A. ..

1977E858AB8423E3320BD56229ABCI4AF

2503E4A4E0863BA09 1EFAFDF7EB32DE18

31EF5A400D452B967 CCECD8DOEATFBAZ. ..

F156A272DBC6695CC170B6091EF8CD41D

PROCESS DETAILS

8312

C:\Windows\System32\rundlI32.exe
C:\Windows\system32\RunDII32.exe Shell32.dll,Control_RunDLL
"C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL", ]

wadmin
dev

High

RUNDLL32.EXE
2576C63FA5FBE13DBDC619C39124FADE94EQ02D0 (2]
Analyze VirusTotal Score &'

Microsoft Corporation

Microsoft® Windows® Operating System

4172

C:\Windows\SysWOWé4\rundl32.exe

"C:\Windows\system32\rundll32.exe" Shell32.dll,Control_RunDLL
"C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL", €

search

Vendor Signature Image

Microsoft Corporation  Microsoft C:\Windows\System32\kernel32.dll
Windows

Microsoft Corporation  Microsoft C:\Windows\System32\imm32.dll
Windows

Microsoft Corporation  Microsoft C:\Windows\System32\sechost.dll
Windows

Microsoft Corporation ~ Microsoft C:\Windows\System32\msvcp_win...
Windows

Microsoft Corporation  Microsoft C:\Windows\System32\apphelp.dll
Windows

Microsoft Corporation  Microsoft C:\Windows\System32\gdi32.dll
Windows

Microsoft Corporation  Microsoft C:\Windows\System32\shell32.dll
Windows

Microsoft Corporation  Microsoft C:\Windows\System32\shlwapi.dll
Windows

Microsoft Corporation  Microsoft C:\Windows\System32\ucrtbase.dll
Windows
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5. rundll32.exe

As its parent, it had no significant process activity, only some image-loading events.

EXPLORER.EXE RASPBERRY-ROBIN.EXE CONTROL.EXE RUNDLL32.EXE RUNDLL32.EXE RUNDLL32.EXE
R Os 1s 25s Os
O P g P & & o
PROCESS ACTIVITY
Image Load 44

The command seemed to have been adjusted by as little as:

1 “C:\Windows\SysWOW64\rundll32.exe” “C:\Windows\SysWOW64\shell32.dII",#44 “C:\Users\
wadmin\AppData\Local\Temp\_d8c4M1.CPL",

This command instructs the Windows operating system to execute a specific function within the shell32.dll file using the
rundll32.exe. The function to be executed is identified by its ordinal number, #44, within the shell32.dll file. Additionally, the
command specifies the path to a .CPL (Control Panel) file, *_d8c4M1.CPL, located in the temporary folder of the ‘wadmin’
user. This ".CPL file is passed as an argument to the function within shell32.dll. Overall, this command is indicative of
potential malicious activity, as it involves the execution of a function within a core Windows system file and the loading of a

*.CPL file from a temporary directory.

PROCESS DETAILS

Related Informations
6664
C:\Windows\SysWOWs4\rundil32.exe

c e dir s
CiUsers\wadmin\AppData\Loca\Temp\_dBcam1 CPL", @1

User wadimin

Host dov

Integrity Lovel High

File RUNDLL3Z EXE

4F317948FD881FCIAD25292F6D2CO21EEIAB2ABS @)

oration
(cr0s0ft® Windows® Operating System

8312
C:\Windo

ystom32rndiis2 oxe
C:Windows\system32\RunDI32.exe Shell32.dll Control_RunDLL “CA\Users\wadmin\AppData\Local\Temp\_dBcaM1.CPL, @)

Image Loads (44)

SN Sws File SHa1 Vendor Signature Image s Signed
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The breakdown of the entire execution flow of this variant is depicted in the flow chart provided below:

SPAWNS

“C:\Windows\System32\contr

ol.exe”
“C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL"

control.exe

SPAWNS

“C:\Windows\System32\rundlI32.exe” Shell32.dIl,Control_RunDLL

“C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL"

rundli32.exe

SPAWNS

LOADS

raspberry-robin.exe

“C:\Windows\System32\rundll32.exe” Shell32.dIl,Control_RunDLL
“C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL"

4 N
C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL / \ “C:\Windows\SysWOW64\rundli32.exe”

“C:\Windows\SysWOW64\shell32.d11",#44
“C:\Users\wadmin\AppData\Local\Temp\_d8c4M1.CPL"

rundli32.exe

Interestingly, in another sample, we observed the same RarSFX installer, there was a certain change in command to be
executed after the successful extraction of an executable file (i.e., RarSFX installer) as shown in the strings content of the
executable below:

TEXt=kRQUHYAHNpThsrCgr WuEKfjxbRuetugOftuEQQDYSXhR:
JhLETKKFgHzZftKgyQGt=dkVNMWRzqgOYdkeJJNwHanbvWNUvVItEI
SilEnt=3
Update=U
SETUP=regsvr32.exe yXOyFYE.R -U =i
upDaTE=u
SOf%
lL/\"q
MRKIT
81NW<2
LutuKQ=figAOVOZnxkPcLQoAapYWDtE1 LAINckNxYjtsuffDtl]

Emerging Threat: Raspberry Robin - Not a Juicy Raspberry You Love 24


https://bazaar.abuse.ch/sample/7b09972a68f0f27a6eefc70a033922b433c9d622f45791f0b62c1ef759bc8990/

II' LOGPOINT

The identical behavior was noted in dynamic analysis using the Logpoint Process Tree. The child process observed in this

variant was regsvr32.exe, which registered the malicious DLL dropped by its parent process, the malware executable.

Command executed:

1 C:\Windows\System32\regsvr32.exe yXOyFYeR -U -s

PROCESS TREE Preview Selected

PROCESS DETAILS

regsvr32.exe
{2ddéca0d-8616-65f1-8103-000000000d00}
2024/02/03 16:40:18

Related Informations

Process ID 7520
C:\Windows\SysWOWé4\re

Process
gsvr32.exe
"C:\Windows\System32\reg

Command svr32.exe" yXOyFYE.R -U -s
@

User wadmin

Host dev

EXPLORER.EXE RASPBERRY-ROBIN2.EXE REGSVR32.EXE Integrity Level High
O R . 0s O -
° e ) File REGSVR32.EXE

CB377E2BA78E131D7A188
SHA1 7C58C073E23D003454F 2]
Analyze VirusTotal Score
Vendor Microsoft Corporation
Microsoft® Windows®
Operating System
Parent Process ID 1340

Application

C:\Users\wadmin\Download
s\raspberry-robin2.exe

Parent Process

"C:\Users\wadmin\Downloa

P it C d
atepticomman: ds\raspberry-robin2.exe" ]
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DETECTION WITH LOGPOINT CONVERGED SIEM PLATFORM

Early discovery is critical for mitigating the possible consequences of Raspberry Robin’s malicious activity. Organizations
may use Logpoint's Converged SIEM platform, which includes powerful query capabilities, to identify and respond
effectively. Security analysts may leverage this platform to develop targeted searches that detect critical Indicators of
compromise and possible Raspberry Robin infections. We've compiled a collection of customized queries to help analysts

track Raspberry Robin’s nefarious activity on their network.

Log Sources Needed

You must ensure you have the appropriate event logs from specified sources for the hunting queries to work. Some logs
are logged by default, while others may need to be manually configured. The following log sources are required for

effective detection.

1.  Windows
*  Process Creation with command-line auditing should be enabled

2. Windows Sysmon

Investigation

The malware executable dropped few files upon execution. To detect the creation of a ‘.cpl’ file in the temp directory, we can

monitor for the presence of suspicious processes dropping such files using the following query:

label=file label=create

“process”=* file="*.cpl”

path="*\AppData\Local\Temp*”

SEARCH

Emerging Threat: Raspberry Robin - Not a Juicy Raspberry You Love 26


https://learn.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-process-creation

II' LOGPOINT

Additionally, considering that threat actors often drop payloads in various writable directories, analysts can employ an

extended query for comprehensive coverage:

label=file label=create

“process”=* file="*.cpl”

path IN [“*\AppData\Local\Temp*”, “*\Windows\Temp*”, “*C:\Users\Public*",
“*C:\Users*\Downloads\*", “*AppData\Local*", “*AppData\Roaming*"]

The dynamic analysis detected various registry modification activities related to the system’s proxy configuration. The

following query can be used to alert after detecting such registry modification activities.

norm_id=WindowsSysmon event_id=13

“process” IN [“*\AppData\Local\Temp\*”, “*\Downloads\*", “*\Windows\Temp\*”, “*\Users\
Public*", “*AppData\Roaming*"]
target_object="*\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\
ZoneMap*”

(target_object IN ["*ProxyBypass”,"*IntranetName”, “*UNCAsIntranet”] detail="DWORD
(0x00000001)")

OR

(target_object="*AutoDetect” detail="DWORD (0x00000000)")

It focuses on processes originating from suspicious paths and suspicious processes targeting specific registry keys

associated with proxy settings.

RundlI32.exe is a vital Microsoft Windows component that executes functions within DLL files. Despite its legitimate
purpose, it's frequently exploited by malware and threat actors due to its ability to load and execute code from DLLs. This
executable, signed by Microsoft, is often used for “Living off the Land” attacks, where legitimate system tools are employed
for malicious activities, making detection more challenging. As mentioned, rundll32 has been abused by a Raspberry-robin

sample to execute a malicious ‘.cpl’ file through the Control_RunDLL function of Shell32.dll.
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Shell32.dll is a Windows dynamic link library containing functions for managing the

Windows Shell. Control_RunDLL is a function within Shell32.dll used to execute Control
Panel items. It allows convenient access to Control Panel applets from the command line

or programmatically.

The following query can be used to raise an alert after detecting such suspicious activity.

label="process" label=create
“process”"="*\rundl|32.exe”
command="*shell32.dlI*” command="*Control_RunDLL*" command="*.CPL*"

command="*\AppData\Local\Temp*"

parent_process command

This query can be brittle as adversary often changes their TTPs, and they can drop their payload on other publicly writable

folders. For better visibility, this modified query can be leveraged.

label="process"” label=create
“process”="*\rundll32.exe"

command="*shell32.dlI*” command="*Control_RunDLL*" command="*.CPL*"

command IN [“*\AppData\Local\Temp*”, “*\Windows\Temp*”, “*C:\Users\Public*”,

“*C:\Users*\Downloads\*", “*AppData\Local*", “*AppData\Roaming*"]

DLLs are commonly exploited in malicious attacks for injection, hijacking, or side-loading, allowing attackers to execute
arbitrary code or evade detection by abusing legitimate system components. The DLL needs to be loaded by some program
for its execution. Often, these malicious DLLs are unsigned. Therefore, searching for indicators of Windows utilities like
rundli32, regsvr32, etc., and loading unsigned DLLs can be a valuable detection technique for defenders to identify

potentially malicious activity within their enterprise systems.
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label="image" label=load

“process” IN [“*\InstallUtil.exe”, “*\RegAsm.exe”, “*\RegSvcs.exe”, “*\regsvr32.exe"”, “*\rundl|32

=
.exe”]

-(is_signed IN [“true”, ™, “_", “null"] OR status IN [“errorChaining”, “errorCode_endpoint”,

“errorExpired”, “trusted”, “, “_", “null"])

label=load 1/1 SEARCH

-(is_signed L " ] status

, image, file, i

s_signed status count()

false Unavailable 4

In one variant, we observed regsvr32.exe registering a malicious DLL with an uncommon DLL extension. We can use this

sigma rule to hunt for such behaviors.

label="process"” label=create command=*

-(command” IN [**.ax*", “*.cpl*", “*.dlI*", “*.0cx*", “*.ppl*”, “*.bav*", “*null*"])

parent_process command
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It might also be a good idea to check if tools like rundll32.exe and regsvr32.exe are making network connections without
empty command line parameters.

[norm_id=WindowsSysmon event_id=1
“process” IN ["*\rundll32.exe", “*\regsvr32.exe"]
-command=*] as s1

followed by

[norm_id=WindowsSysmon event_id=3

“process” IN ["*\rundll32.exe”, “*\regsvr32.exe"]] as s2 within 5 minute

on s1.process_guid=s2.process_guid and s1.user=s2.user

These queries, while valuable, are not exhaustive for effective threat hunting and alerting. Below are additional relevant
alerts that can be further useful for investigation purposes.

1. LP_Windows Shell Spawning Suspicious Program
LP_RundlI32 Internet Connection Detected
LP_Suspicious Control Panel DLL Load Detected
LP_Suspicious RundlI32 Activity Detected
LP_Suspicious Process Execution Without DLL
LP_Unsigned DLLs loaded by RunDLL32 or RegSvr32

O
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INVESTIGATION AND RESPONSE WITH LOGPOINT CONVERGED SIEM

Logpoint Converged SIEM is pre-loaded with SOAR features, including several playbooks for streamlining and automating
incident response and investigation operations. These playbooks cover a wide range of real-time use cases for forensic
investigation and remediation, increasing efficiency and effectiveness in security incident management. With Agentx,
Logpoint New Agent with EDR capabilities bolstered with SOAR, proactive detection and remediation are now easier and

faster than ever.
Phishing Investigation and Response

Social engineering, especially phishing, is prevalent among threats like Raspberry Robin. Considering the widespread use of
phishing as a primary attack vector, this playbook ensures that all suspicious phishing incidents are thoroughly investigated

and promptly addressed, significantly reducing response time and minimizing human error.

Malicious File Investigation and Remediation

Many malware delivery campaigns utilize weaponized attachments and sophisticated social engineering techniques to trick
victims into executing them. Additionally, contemporary attacks often employ multi-staged tactics for payload delivery.

This playbook focuses on investigating and containing malicious binaries dropped on the system. It verifies the hash of the
dumped file against threat intelligence sources, and if identified as dangerous, it terminates the associated processes and

removes the file accordingly.
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Furthermore, this playbook searches the identified hash across other endpoints to pinpoint potentially infected machines.

The playbook outlines precise steps to address the situation if such machines are discovered. To execute these activities
seamlessly, the playbook leverages the functionality of the “AgentX Terminate Process” and “AgentX Remove Item”

playbooks. This integration empowers analysts to efficiently terminate malicious processes and eradicate malicious files

from infected machines.

< Back LogPoint AgentX Terminate Process

+ Add Action

o I
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SECURITY BEST PRACTICES RECOMMENDATIONS

The recommendations for organizations to avoid the infection of Pikabot include:

1. Patch and Update Regularly:

*  Ensure that your operating systems and applications receive security patches and updates regularly. This proactive
method greatly reduces the number of software vulnerabilities that the Raspberry Robin malware may exploit.

+ Regqularly assess vulnerabilities for their potential impact and exploitability. Consider the impacted system, the risk
of exploitation, and the probable repercussions. Give top priority to vulnerabilities with high severity ratings. These
represent the greatest risk and must be handled immediately.

2. Implement Security Awareness Training:

+  Conduct frequent security awareness training programs to teach users/employees how to detect phishing,
malicious activities, possible ransomware, malware attacks, and related risks.

+  Encourage a security-conscious culture and provide training on detecting and reporting suspicious conduct.

3. Monitor Network Traffic:
+  Consistently monitor network traffic for any signs of unusual activity and unexpected spikes in requests.
+ To stay ahead of evolving threats, it's essential to assess and update firewall rules periodically.

4. Network Segmentation:
+  Enhance network security by employing segmentation to isolate critical systems from less secure areas
+  Enforce strict communication restrictions between segments to mitigate potential threats.

5. Use Cybersecurity Solutions:

+ Install cybersecurity solutions like firewalls, intrusion detection systems, and DDoS protection tools to prevent
unauthorized visits and detect botnet activities.

* An Endpoint Protection Platform for host-level security is also required.

6. Regular Backups:
+  Regularly backup critical data, ensuring backups are secure, offline, and thoroughly tested for reliable restoration.
« This practice safeguards against data loss and facilitates swift recovery in the event of a ransomware attack.

7. Incident Response Plan:
+ Develop and continue to implement an incident response plan to handle security incidents swiftly and effectively.
«  Conduct simulations and exercises regularly to test the incident response plan.

8. Regular Audits and Compliance Adherence:

+  Regularly conduct security audits, including penetration tests and vulnerability assessments, to proactively identify
and address vulnerabilities and weaknesses within the network and systems. This helps fortify defenses and
mitigate potential security risks.

+  Ensure compliance with relevant data protection and cybersecurity standards while staying abreast of evolving
laws and regulations. This enables adjustment of security measures to maintain robust protection and alignment

with legal requirements.
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CONCLUSION

As the Raspberry Robin infection rate rises due to threat
actor affiliates deploying additional payloads such as
ransomware, crypto-miners, and data exfiltration tools,
traditional security tools struggle to effectively detect and
mitigate this multifaceted malware. In this research, we
attempted to shed light on Raspberry Robin’s capabilities
and behavioral patterns, underlining the significance of
using sophisticated detection and remediation solutions as

the Logpoint Converged SIEM platform.

The Logpoint Converged SIEM platform provides increased
Endpoint Detection and Response (EDR) capabilities via its
native agent, AgentX, which simplifies the transmission of
logs and telemetry from endpoints to the SIEM. Converged
SIEM, powered by Security Orchestration, Automation, and
Response (SOAR) capabilities, provides automated threat
analysis and remediation, allowing enterprises to quickly
identify, investigate, and respond to a wide range of cyber

threats, including Raspberry Robin.

Converged SIEM reduces manual procedures and allows for
quick reactions to threats like Raspberry Robin by leveraging
out-of-the-box alerts, playbooks, threat information,
orchestration, and automated actions. In an ever-evolving
threat landscape, enterprises must deploy advanced
security operations platforms to defend against complex
cyber attacks and secure digital assets proactively.

In conclusion, the research underscores the significance of
leveraging cutting-edge technologies like Converged SIEM
to bolster cybersecurity posture and effectively combat

the pervasive threat posed by Raspberry Robin and its

counterparts in the cyber realm.
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ABOUT LOGPOINT

Logpoint is the creator of a reliable, innovatie cybersecurity
operations platform - empowering organisations worldwide

to thrive in a world of evolving threats.

By combining sophisticated technology and a profound
understaning of customer challenges, Logpoint bolsters
security teams’ capabilities while helping them combat

current and future threats.

Logpoint offers SIEM, UEBA, and SOAR technologies in a
complete platform that efficiently detects threats, minimizes
false positives, autonomously prioritizes risks, responds to
incidents, and much more.

Headquartered in Copenhagen, Denmark, with offices
around the world, Logpoint is a multinational, multicultural,

and inclusive company.

For more information visit www.logpoint.com
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